EQS

APPROVALS - GETTING
STARTED GUIDE

Go Live



Table of Contents

IR € 1o 1 o T8 I TR 2
1.1. Register for the Knowledge Base and SUPPOrt RESOUICES ......uuuueeerirriiiiiiiiiiiiereirirreeeeeeeeeeeeeeeeens 4
1.2. Create additional Request administrators .......oooieioioiiiiieeeeeeeeeeeee e 5
1.3. Accessing EQS INtegrity HUD e 6
1.4. ReVIEW REQUEST FOIMS...iiiiiiiiiit e ettt et e e e et eeeeen 6
1.5. Reviewing and Approving REQUESTS .....eeiiieeii e e e e e e e e e eeeeas 7
1.6, NOTIfICAtION ProfileS ..cciiiiiiiiiii et 9
1.7. Submit internal requests for IT and other internal Updates .......cccceeeeeciiniineiiiiiiireeeeeee 10

1.7.1. SINGIE SIGN=0N(SSO) ereiieiiiiee et e e e e et e e e etae e e e eareas 10
1.7.2.DBLA SYNC ceeiiiiiiiie et et e e et e e s eeeeas 10
1.7.2.1. Spreadsheet IMPOIT . ... et e e 10
T.7.2.2. SCIM o st 1
T.7.2.8. SETP ettt ettt st 1

8. Y OUTE LIV 2 ettt et ettt ettt ettt ettt 1




EQs

Welcome to EQS Compliance Cockpit! This guide will walk you through each step to review the
Approvals module and start receiving and managing Approval requests.

This guide is written specifically for Convercent upgrade customers, with notes that explain how to
achieve the functionality from Convercent in your new Compliance Cockpit. Throughout this document
you will find links to the home page of the EQS knowledge base. There, within the knowledge base, you
will find more detailed resources that cover how to use the Approvals module.

Click here for the EQS knowledge base. See page 5 below for more information about the knowledge
base and how to register.

How do | ensure continuity and make sure Approvals is live and
ready for use?

We have replicated your configuration from Convercent to the EQS Compliance Cockpit! Your top
priority actions are listed in the “Going Live” section below - your focus is to activate your account,
review the configurations, make one or two updates as indicated below, and start to get comfortable
with the new interface.

To help you learn your new system in relation to Convercent, we have created a Learn More guide and
a Glossary of Terms that includes a summary of the configurations that we have made for you. You'll
find those resources here.

What if | want to take this opportunity to update or change
Approvals configuration?

The document: Getting Started Guide - Approvals Learn More will walk you through the Approvals
features with guidance on how to make updates.

1. Going Live

These are the required steps for activating your account and
making sure everything s live.

Upon go-live, your system was set up with one administrator user account.

To activate your user account, follow the steps below carefully.

) Please note - the activation email expires after 72 hours and will need to be re-sent if you do not
activate your account before then.

Because account activation is such a critical part of the upgrade, we have created a video that goes
over all of the steps. Click here to watch the video.

You will receive an activation email with the subject “Welcome to EQS Compliance COCKPIT!” This
email is valid for 72 hours.



https://support-center.eqs.com/s/c-e-overview
https://www.eqs.com/upgrade-process/approvals/#Resources
https://www.eqs.com/upgrade-process/approvals/#Resources
https://youtu.be/zFpr1PwSE5A?feature=shared
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After 72 hours, contact your EQS Compliance COCKPIT administrator for a new activation email.

’ Note - If you are the very first user at your company for Compliance Cockpit, contact EQS Support
for help resending the activating email.

01. Click thelink in the email.
02. Set your password.
a. Loginto EQS Compliance COCKPIT

b. Note for customers going live with EQS Approvals and EQS Integrity Line: After setting your
password, you must log in right away to finish activating your account by saving your
Recovery Key.

03. You can find the correct link to EQS Compliance COCKPIT in your activation email or in any
notification email.

04. Download your Recovery Key

If you are Going Live with EQS Approvals and EQS Integrity Line, you will be prompted to download a
recovery key.

If you are Going Live with EQS Approvals only, you will not be prompted to download a recovery key
and refences to recovery key in the remainder of this document should be ignored.

) CRITICAL: If prompted, DO NOT SKIP THIS STEP - Losing access to your Integrity Line account
without a recovery method in place will result in permanent data loss. The system does not allow
EQS Support to trigger a password reset, making it impossible for our team to recover a locked
account.

a. Whenyoulogin for the first time, you will see this pop-up:

Recovery Key

If you forget your password, you can use the Recovery Key to regain

access to Integrity Line. |
Please download and print the Recovery Key and store the paper in a safe

and secure place where no one else can easily access it. Keep the

Password Recovery Key separate from your other login details. Don't forget

to securely delete the electronic copy of the Password Recovery Key from

your device after you have downloaded and printed it.

& Download Recovery Key

lost if | forget my ssword, do
ther Compliance COCKPIT user
5 access to the system




EQs

b. Therecovery key is an additional layer of security for EQS Compliance COCKPIT accounts.
During account activation, you must download and save a Recovery Key. This is the only way
to reset your password if you lose access. Store it in a secure location.

) Important - Before confirming download, you will be required to acknowledge that if you lose both
your password and the Recovery Key, your data is irreversibly lost. There is no backup, no reset
option, and no way for Support to help.

Password Recovery

This application does not support password recovery methods such as security questions or
Support-assisted password resets. Instead, there are only two ways to recover access:

01. Recovery Key File - During account activation, you must download and save a Recovery Key. This
is the only way to reset your password if you lose access. Store it in a secure location.

02. Another Active Admin User - If there is a second Compliance COCKPIT user with access to the
Data Center in your system, they can assist you in resetting your password. When you request a
password reset, the second user will get an email like the one below, and they can click through to
approve the password reset.

EQS Integrity Line - A new password of 8 user is waiting to be confirmed

. COMPLIANCE COCKPIT

Dear

Now that you have activated your account, bookmark https://compliance.egscockpit.com/ for easy
access to the Compliance Cockpit.

1.1. Register for the Knowledge Base and Support
Resources

01. You will find our full knowledge base at https://support-center.eqs.com/s/c-e-overview.
02. Register for an account by submitting your email and creating a password.

a. Register here: https://support-center.eqs.com/s/login/SelfRegister.

’ Note - This is a separate log-in from your Compliance Cockpit username and password.



https://compliance.eqscockpit.com/
https://support-center.eqs.com/s/c-e-overview
https://support-center.eqs.com/s/login/SelfRegister
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03. Support Queries are submitted through HelpDesk as well.

04. Bookmark the URL so that you can easily access the knowledge base and reach out to Support
when needed!

1.2. Create additional Request administrators

In Convercent, Approvals access permissions were determined by two settings - User Account
Permissions and Notification Profiles. In EQS Compliance COCKPIT, access to Approvals requests is
managed through comprehensive role assignments in the Roles & permissions tab.

01. Within EQS Compliance COCKPIT, find the top-left navigation menu and click on Data Center.

02. Select the Roles & Permissions tab to view the roles available in your account. We have already
configured user roles that mirror your set-up in Convercent. Some examples of roles are seen
here:

Convercent Permission EQS Compliance Cockpit Role Type

Organization

Organization Setup

Human Resources Admin Standard
System Administration

Disclosure Management

Admin Approvals Admin Custom
Moderator Approvals Moderator Custom
Participant Employee Standard
IT Setup

IT Setup Custom

a. Standard EQS Compliance COCKPIT roles are out-of-the-box roles.

b. Visit the Knowledge Base for more information on using User Roles and updating and
creating custom user roles.

03. Create Users: Within Data Center you can create users by clicking “Create” or “Import users” in
the top right corner. Make sure to assign them the correct user role in the Active Roles field.

For more information on adding users review the "Manually Create and Update Users” article in the
Knowledge Base.



https://support-center.eqs.com/s/article/Access-Data-Center-Module-Overview
https://support-center.eqs.com/s/article/Manually-Create-and-Update-Users
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1.3. Accessing EQS Integrity Hub

The EQS Integrity Hub is where your colleagues will create Requests for Approval. You can access the
EQS Integrity Hub typing this web address into your browser address bar:
https://www.integrityhub.net

For convenience, you should add this to your browser favorites.

01. Once launched you will land on the home page where you and view the custom welcome message
and the last 6 Requests.

02. Select the Requests option in the left-side menu to view all your Requests.

BB Home Hi, Demo!
e Welcome 10 Integrity Hubl Here you Con creale néw réquests, work on 0pen requests and certify of review your organization's policies
oan
Gift: Gift
Fancing
Contribution: Contribution
Show mare
on
Gift: Gift Support & Contact

Pencng

Gift: Gift

Acknmieciged win Condors

If you require changes to the branding or configuration of the EQS Compliance COCKPIT, reach out to
Support.

1.4. Review Request Forms

01. In EQS Integrity Hub use the Create request button to submit requests for each request type. As
you complete each request ensure each form matches the forms used in Convercent disclosures.



https://www.integrityhub.net/

EQs

B Home Hi, Demol!
@ Palicies Welcome to Integrity Hub! Here you can create new requests, work on open requests and certify or review your organization’s policies.
BB Requests
My requests | Latest requests
Gift Received

Pending Gift Given

o Outside Activities

Gift: Given

Qutside Employment or Service

Financial Interest
Jpdate Requested
. Relationship Within Our Org

Conflict of interest: conflict

Accepted

Conflict of interest: conflict

02. Please reach out to Support if significant and material differences are identified.

03. Go ahead and submit a few test requests and we will see how they appear and are reviewed in EQS
Compliance Cockpit. Don't worry, as an administrator, these test requests can be deleted so they
will not impact reporting and dashboards.

1.5. Reviewing and Approving Requests

Approval administrators can review requests in ESQ Compliance Cockpit. Approval administrators will
be notified via email of new requests to review.

Please refer to the Notifications Sections below as EQS Approval rules may impact who get notified
for new request and calls to action.

01. Click the View Request button to launch EQS Compliance Cockpit to review the request.

Dear DBS Usert,

Anew request has just beon assigned to you

Request type: Gift Received
Request number. AM-26-00033
Stalus: Pending

Iclicking on the button does nol wark, just copy and paste the follow.
ing URL into your browser
hitpssilwew compliance eqscockpd convapproval:

7214 e0a-4422.Beed 106318407607
company wid=ca497ab6-1879-4618-337a-502060015570

Best Regards
Dema User

DBS Sandvax

s sandbox demo@eqs com

02. Alternatively, you can access EQS Compliance Cockpit via https://compliance.eqscockpit.com

03. Select Approvals from the hamburger menu in the top left corner to view a list of requests.



https://compliance.eqscockpit.com/

= ENS
Approvals

Overview  Requests
Q Search

Request details
Update Roguestoc:
m ) Gift Received
© AM-25-00033

Request details
Pending
8 £ EUR 10000
@on
© AM-25-00032

Request details
Ponding
@ & EUR 10000

Content  Rules

@® Support Center

Employee
® Domo User
&) Busnoss Unit 2
&

@us

Employee

@ Oemo User

@ Business Unit 2
‘?.‘ -

eus

Employee
@ 0BS Usert
B Business Unt 1

Demo User (DBS Sandbox) v O @&

Business partner

® o Amtestaion not appled
@ - ® Active

@- 21

Business partner

@ retent

& Attestanion not appled
© Nmistn ® Active

Business partner

@ satgeg ogfog

Do o ATtostanion not appled

- Arviva

04. Click on the desired Request to display the Request detail for review.

- ens

Requests | AM-25-00022
Gift : AM-25-00022

Penongl @ Active

Request  Related  History

Employee

@ DBS User!
@ Business Unit 1

B Shared Services
@ United Kingdom

Request cutcome

Not yet decided

Gift

Give your gift a short name.

The gift is or was ...

Type of the gift

Messages

Not yet assigned

@ Support Center

Additional details

B 12082028
@ Gift | Received
R EUR 10008.00

© Attestation not applied

Watch

Received

Cash or cash equivalent (vouchers)

Demo User (DBS Sandbox) v D @

More actions

Business pariner
@ First Name 3Last Name 3
@ Barbados

Enter a new

The fiek? must have 3 vaive

&

Drop your file here, or browse:

Manimum filo size: 50 ME

05. Press the purple Review Request button in the top right corner to select a decision for this

request.
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Review request x

You have chosen to complete the request. Please specify how you would like to
proceed:

Decision

Select decision x

Acknowledge
Approved with conditions
Approve

Drop your file here, or browse
[C] share with employee

Cancel

06. Click More Actions > Delete to remove this and other test requests from the system so they will
not impact reporting and dashboards.

= ms ® Support Cente Demo User (DBS Sandbox) v Q0 @

More actions x| EEIEVEILIEES

Cancel request

Requests = AM-25-00022

Gift : AM-25-00022
Pending e Active

Delete
Request  Related  History  Messages
— Request update
Employee Additional details Busine Deactivate
® DeS Usert 6 12052025 @ First Name 3Last Name 3
Business Unit 1 @ Gift | Received @ Barbados
M Shared Services & EUR 10,008.00

@ United Kingdom

Notes
Request outcome ~
Not yet decided Not yet assigned O Attestation not applied
Gift A
The fiokd must have a vaiue
Give your gift a short name. Watch s
Drop your file here, or browse
The gift is or was Received e -
Type of the gift Cash or cash equivalent (vouchers)

1.6. Notification Profiles

Convercent Disclosures used Notification Profiles with a combination of responder location and
disclosure types to assign disclosures to approvers or approver groups.

EQS Compliance Approvals uses powerful Approval Rules to assign disclosures to approvers.

Convercent notification profiles have been converted to EQS Approval Rules during the migration
process. Please confirm thisis working as expected.
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Visit the Knowledge Base to find a full manual on the Approvals Rules Engine.

1.7. Submit internal requests for IT and other
internal updates

1.7.1. Single Sign-0n(SS0)

01. If your Convercent account uses single sign-on, you can enable it in EQS Compliance COCKPIT as
well.

) Note - If multifactor authentication was requested for your EQS Compliance COCKPIT
configuration, SSO cannot be enabled. You can skip this step in the guide.

02. To enable SSO, follow these steps:

a. Create auseraccount for IT with the active role: IT Setup
’ Note - This user’s access will be restricted to EQS Compliance COCKPIT Global settings only and
not allow access to confidential data.

b. IT:Loginto EQS Compliance COCKPIT.

c. |IT:Clickthe geariconinthe top right to open the settings sidebar.

d. IT: Click on SSO Configuration.

e. IT: Download the SSO manual as needed and provide it to your internal IT user to
configure SSO.

1.7.2. Data Sync

To interact with EQS Integrity Hub all users must have an active account. System administrators must
provision (create) all user accounts to allow interaction with EQS Integrity Hub. It is not practical for
system administrators to create and update these accounts manually. EQS has provided 3 options to
achieve bulk user provisioning:

1.7.2.1. Spreadsheet import

This method does not require IT Professionals and can be performed by EQS Compliance Cockpit
administrators with sufficient access. Thisis a manual task and should be performed on a regular
basis.

01. In EQS Compliance Cockpit select Data Center from the left-hand menu

02. Select Import Users



https://support-center.eqs.com/s/article/Rule-Engine
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03. Follow the Import users Instructions on the pop-up modal screen

Visit the Knowledge Base to find a full manual on the importing and updating users.

1.7.2.2. SCIM
01. From the gearicon (top right) select DataSync Configuration
02. Download the EQS DataSync User Manual.pdf

03. Passontoyour IT Professional who has been previously granted access with the IT Setup role.

1.7.2.3. SFTP

SFTP is the most common method for provisioning user accounts in Convercent. EQS supports SFTP
with a major difference.

’ SFTP sites are hosted by the customer not by EQS.

Please consult EQS SFTP User Manual.pdf for further information.

1.8. You're Live! 9



https://support-center.eqs.com/s/article/Use-Import-to-Create-and-Update-Users
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