Eqs
CASE SCREENING GUIDE

Replicating escalation rules in Integrity Line




Table of Contents

1. Case Screening Guide - Recreating Convercent Escalation RUIES......cccvvveiiieiiiiiiiiieeeeee, 2
Y P A S O E oI (o] Y=Y o1 o USRS 2
2.1. How can | use Case Screening to replicate Convercent escalation rules? .........ccccccceveeeeeenenennn. 3
2.1 0. In Integrity Line = CONfIQUIAtioN ...coooeeiiiieeieeeecc e 3

2.1.2. In Data Center - RoIES & PErmiSSIONS: ...ciiiiiiiiiiiiiieeiee e 4

3. BEST PraCtiCeS ..eiiiiiiiiiie et et 4

3.1. Example Case Screening Configuration: .......ccoeeeieieieiiieciee e e e e e e e e eee s 5




EQs

1. Case Screening Guide -
Recreating Convercent
Escalation Rules

In Convercent, escalation rules were utilized to supersede any routing in the system if a named party,
who would normally have case access, should not be notified of the case. Each rule was set up using
conditional logic to ensure that only a narrow group of case managers would be able to access the
case based on certain keywords.

For example, you might have a rule that triggered if the CEQ was mentioned in the case, and as a
result, access to the case would be restricted to only the CECO instead of the compliance manager(s)
who would typically triage new cases.

) Note- In EQS, Integrity Line offers equivalent functionality via Case Screening, with one difference
from Convercent: In Compliance Cockpit, there is a user role called Admin, which grants a user full,
complete access to the entire Compliance Cockpit account, including all Integrity Line cases,
regardless of Case Screening rules. EQS recommends that you restrict the Admin role to only one or
two trusted individuals in the organization. For additional security, you may want to create a special
log-in for those who have full Admin permissions.

For example, if one of your case managers is trusted with the Admin role, then they could have one set
of credentials for logging into Compliance Cockpit as a case manager, for their day-to-day work, and a
separate set of credentials that they could use on occasion to access the full Admin role.

The EQS Case Screening feature is used to replicate Convercent escalation rule functionality by
identifying and routing reports based on selected keywords. When combined with user access
settings and permissions, visibility and access to these cases can be appropriately restricted.

’ Note - All escalation rules from Convercent will be migrated. However, if your organization has
more than 30 escalation rules, you will be unable to create any additional rules. You will be able to
edit/delete any existing rules and create new ones if there are less than 30.

2. What is Case Screening?

The Case Screening feature available in Integrity line is used to automatically identify and flag
sensitive reports based on specific keywords, enabling restricted access and routing of cases to the
appropriate reviewers by defining target folders. It helps ensure that high-risk or confidential issues
are handled with the right level of attention and discretion.

’ Note - This feature routes cases to folders, and it depends on having a corresponding user role
that grants access to the appropriate folder. Case Screening does not assign a case manager directly
to specific cases.
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2.1. How can | use Case Screening to replicate
Convercent escalation rules?

Two steps are required to replicate or update your escalation rules from Convercent. The first is to
create or update the case screening rules, and the second is to update the roles/permissions for any
impacted user roles. Below are more details.

2.1.1. In Integrity Line - Configuration
This is where you will set up the rules themselves, with one folder for each rule.
01. If necessary, create a new folder which the screened cases will be routed to.

02. Create a case screening rule for each desired escalation rule - for example, one rule for screening
cases related to the Chief Executive Officer, one rule for Board of Directors, etc.

a. Enterthe keywords that will trigger the rule

b. Toggle on“Allow exact matches only” to avoid screening additional cases that contain a
related word.

c. Select the desired target folder that the cases will be routed to.

d. Select the placement for this rule. This can also be updated via drag and drop after the rule is
created.

€. Toggle on“Stop processing more rules” so that a case will ONLY be added to the target folder
for the first rule whose criteria it meets.

+ Create new rule x

Create a rule for the screening WeblIntakes. The rule will be applied to all the
Weblntakes.

@ Enable this ruie
* Rl name

M | Management Board

Description

Add a deseription

CEQ X CFOX CPOX CROX Management X  Board X  Director X
Executive Board X

Press enter or comma to add multiphe words or phrases.

@ Allow exact matches only ©

= Target folder

CEO Cases w

Before: HR ~

Choase the cder in which this rule should be exscuted. Later you can changs the order of the rule by

(:) Stop processing more rules ©
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2.1.2. In Data Center - Roles & Permissions:

This is where you will create one custom role per escalation rule. Additionally, you will need to create
or update your default Case Manager role to block access to the Case Screening folders.

01. Create anew role or navigate to an existing role that needs to be updated.

02. Under the Integrity Line > Case Management area of permissions, ensure that the radio option

“Selected countries, folders, departments, business units, locations, or classifications” is
selected.

a. Update the “Folders” dropdown to limit the user role to allow or deny access to the folder that
the case screening rule points to.

b. Toggle any additional permissions required for the role.

Case management

QO Allcases

@ Selected countries, folders, departments, business units, locations, or classifications @

Click to choose countries (no selection means all countries selected)
Folders
GEQ Cases X @
Depariment
Select department (no selection means all departments selected) -
Select business unit (no selection means all business units selected) v
Lecatin
Selact location (no selection means all locations selected) ~
Click to choose aptions (no selection means all aptions selected) ~

O Selected cases ©

@
0 View original cases @
Anonymise cases ©
Create cases from the case management
Close and reopen cases
Send messages to whistlsblower

3. Best Practices

B We recommend using “Allow exact matches only”
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B For example, if this is toggled off, then “fraud” will also match “fraudulent” or “fraudster”

B Please keep in mind that in this case, “HR" will not execute if the reporter typed “H.R." in their
report.

B We recommend using “Stop processing more rules” - without this, multiple rules will execute

B We recommend setting up a folder group for any case screening folders, which ensures an even
stricter separation and confidentiality of cases within your organization.

B For example, the folder group named “Screened Cases” will contain folders that live within the
group, appropriately named for each case screeningrule.

B We recommend setting up one role for each folder in which screened cases are routed to.

B For example, one role that allows access only to see CEQ cases, one role that allows access only
to see HR cases, etc.

B Roles can be stacked for users, so if one user should have access to multiple screened case
folders, they will be assigned each role that is created.

B We recommend setting up one role that does not allow access to any folders in which screened
cases are routed to.

B This role would have access to all cases, except any cases that are screened and routed to
folders.

3.1. Example Case Screening Configuration

An organization wants to set up case screening and roles in which any reports that name the CEO are
routed to a folder in which only one case manager will have access. They also want to route any HR
related cases to a folder where only the HR team has access, and no other case managers.

01. Folders - The organization created the Case Screening Folder Group with the two folders for the
rules they are going to create - one for CEQ cases and one for HR cases.

Case Screening Group

Folder name

CEQ Cases

HR Cases

02. Case Screening Rules - The organization created two different case screening rules - one for
cases naming the CEO and one for HR related cases. The rules include keywords that will trigger
the rule, have the target folder selected, and the toggles for exact matches turned on. The rules
are also set to stop processing if it has been executed.




£ Editrule X ]

Create a rule for the screening Webintakes. The rule will be applied to all the
‘Webintakes.

2 Editrule x

Create a rule for the screening Webintakes. The rule will be applied to all the

'} 0 Enable this rule

* Rute rame
L}
CEO rule
]
N Description
If Casey Parker is mentioned, move to CEO folder
| ]

*Words 1o sesrch in cases

Webintakes.
5 1 @ Enavle this rue
e name

HR

B § pescioion
If "HR" is mentioned in a case, route to HR team.

*Words 10 search in cases

-[ P

e

Pross enter or comma 10 263 multiphe words or Phrases.
0 Allow exact matches only ©
* Target foider
CEO Cases
“Fiacement

Before: HR

Choose the ordar in which this ruls should be executed. Later you can change the aeder of the rule by

drag ana arop.

0 Stop processing more rules ©

Cancel

Save rule

Press enter or comma to 830 multple words of phvases.

@ Aliow exact matches only ©

* Target fokdec

v HR Case Screening
*Placement

~ Last rule

arag and drop.

@ stop processing more ruies ©

Cancel

v

Choose e order in which Thes rule Should be executed. Later you Can change the ofder of the rule by

03. Roles-The organization has created three unique roles - one for the CEOQ folder, one for the HR
folder, and one for all folders except the case screening folder group.

IL - Role for CEO folder ONLY (case screening)
® [ 2 ean

Active Compliance Cockpit €}
ii-role-for-ceo-folder-only-case-screening

Any user who is assigned this role will have access to the CEO
folder in the Case Screening folder group.

q

See savstcs of s cases ©
Case management
O Mcae

@ Setecies courtres, fowen, GepermenTs, tusess unts, ocamons, o clesdfications O

Clicx 1 0086 countics (70 Selection means o countrics sekecied

Sebnct iocanon (no tewctin moant a8 Ky cns seectod)
Chc 10 cncose 202 i seection meavs a1 cetons sected
O Sotactod cases @

@ °

@ vewograicues ©

IL - Role for HR folder ONLY (case screening)
@ | Z Edit

Active  Compliance Cockpit €)
i-role-for-hr-foider-only-case-screening

Any user who is assigned this role will have access to cases in the
HR folder in the Case Screening folder group.

See statistics of o caves O

Case management
O Ascases
® 5000100 counies. e, departments, busness nts, ocatens, o classPcatiors O

Cack 15 choose Countres in0 seeCton means 3 Countnes seiected)

Sect Groartmant (7 sesaction means 38 departmests seected)
Setect tutirens i 0 sevect o M a8 Basnes LT smectad

St x4t (133 et e o ot et

IL - Role forNQ ACCESS to Case Screening Folder Group
@ 2 Edit

Active  Gompliance Cockpit €)

= group
Any user who is assigned this role will not have access to any
cases in any folders in the Case Screening Folder Group.

Sew satistics of o cases O

Case management
O Mo

@ Sekcies countres, fokders, Gepsriments, busness wits, Ixcations. o cassfications @

S0k 10 Cho0se COURtries (70 LeRCTon Mmeans 31 Countes selected)
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